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1.0  SCOPE 
 

1.1 This policy will apply to: 

 All staff employed by UHCW in all locations, whether directly employed or in a 

temporary or locum capacity without exception. 

 All staff that hold honorary contracts with UHCW. 

 All students in the placement of UHCW. 

 Any person who has need or cause to access information held by the Trust for the 

purpose of patient care or secondary use. 

 All contract staff and third party suppliers. Partners and any third parties working 

with or UHCW, and who have or may have access to personal information, will be 

expected to have read, understood and to comply with this policy. No third party may 

access personal data held by UHCW without having first entered into a information 

sharing agreement (UHCW Information Sharing Policy), which imposes on the third 

party obligations no less onerous than those to which UHCW is committed, and 

which gives UHCW the right to audit compliance with the agreement. 

 

1.2 The policy has been developed to provide all staff with a clear understanding of their 

responsibility for confidentiality and data protection. The legal duty of confidentiality 

continues even after employment with the Trust has ceased. 

 

 

2.0  INTRODUCTION  
 

2.1 The Trust holds and manages a vast amount of personal and confidential information 

relating to patients, service users and carers, the public and employees of the NHS. 

This includes commercially sensitive information. 

 

2.2 Data protection laws exist to strike a balance between the rights of individuals to 

privacy and the ability of organisations to use data for legitimate business purposes. 

 

 
Page 4 of 39 

Version number: 6.0 
Trust-wide CBR title: Confidentiality and Data Protection and Policy 
This Trust-wide CBR has been developed /reviewed in accordance with the Trust approved ‘Development & Management of 
Trust-wide Corporate Business Records Procedure (Clinical and Non-clinical strategies, policies and procedures)’ 



2.3 Under the common law duty of confidentiality, any member of staff may be personally 

liable in a court of law for unauthorised disclosure of personal information. 

 

 

 

3.0 STATEMENT OF INTENT 

 

3.1 The aims and objectives of this policy are: 

 

3.1.1 To ensure compliance with statutory, national and local requirements through 

the application of legislation and best practice. 

 

3.1.2 To ensure patients, staff and members are aware how their information may 

be used and, where reasonable, respect conditions requested by individuals to 

limit the use of their information. 

 
3.1.3 To establish clear lines of accountability to protect information and support 

staff in the provision of a confidential service. 

 
3.1.4 To integrate confidentiality into the Trust’s risk management process to 

minimise accidental disclosure and address issues associated with security or 

confidentiality of information. 

 
3.1.5 To facilitate information sharing arrangements between NHS Trusts, social 

care and other relevant organisations. 

 
3.1.6 To ensure valid implied or explicit consent is obtained prior to disclosure. 

 
3.1.7 To establish clear lines of accountability to authorise the disclosure of 

confidential information. 

 

4.0  DEFINITIONS 
 

4.1 Person-identifiable Information 

4.1.1 The DPA describes ‘personal information’ as any information held about an 

individual who can be personally identified from that information. This is further 

defined in the DPA as: 
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 data relating to a living individual who can be identified from those data, or  

 from those data and any other information which is in the possession of, or 

is likely to come into the possession of the Data Controller  

 

4.1.2 A person can be identified from a single item e.g. an NHS number, or various 

combinations of additional personal data items attributable to the individual that 

when cross-referenced with other information might reveal an identity e.g. a 

postcode and date of birth. The following are considered as personal data items: 

 forename(s), surname, initials, address, full postcode, date of birth, 

 photographs, video, audio tapes and images i.e. radiology images, 

pathology images where the individual can be identified from that image 

alone 

 NHS number, unique pupil number, national insurance number and any 

other local identifiers. 

 

4.1.3 Also anything else that may enable the service user to be identified directly or 

indirectly, e.g. rare diseases, drug treatment or statistical analysis, which may 

expose an individual who is unique within a small population to be identified 

inadvertently. 

 

4.2 Sensitive Person-Identifiable Information 

The DPA also defines certain classes of person-identifiable information as ‘sensitive 

personal data’ where additional conditions must be met for that information to be used 

and disclosed lawfully. ‘Sensitive data’ under the DPA means personal data consisting 

of information relating to racial or ethnic origin, political opinion, religious beliefs, 

membership of a trade union, physical or mental condition, sexual life and criminal 

offences. The presumption is that, because information about these matters could be 

used in a discriminatory way, and is likely to be of a private nature, it needs to be 

treated with greater care than other personal data. In particular, if sensitive personal 

data is being processed you must satisfy one or more of the conditions for processing 

which apply specifically to such data, as well as one of the general conditions which 

apply in every case. The nature of the data is also a factor in deciding what security is 

appropriate. 
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4.3 Data Controller 

The data controller is the legal entity who decides the purposes for which and the way 

in which personal data is, or will be processed. The data controller has a legal 

responsibility to ensure personal data is processed in compliance with the principles of 

the Act. Data controllers will usually be organisations, but can be individuals. Even if an 

individual is given responsibility for data protection in an organisation, they will be 

acting on behalf of the organisation, which will be the data controller. Data controllers 

must ensure that any processing of personal data for which they are responsible 

complies with the Act. Failure to do so risks enforcement action, even prosecution, and 

compensation claims from individuals.  

 

4.4 Data Processor 

A data processor is any person (other than an employee of the data controller) who 

processes the data on behalf of the data controller. The DPA introduces specific 

obligations upon data controllers when the processing of personal data is carried out on 

their behalf by data processors. The data controller retains full responsibility for the 

actions of the data processor and so the definition of data controller has an impact on 

this context. 

 

4.5 Disclosure 

In this context, it specifically means divulging or providing access to personal 

information to another person; also referred to as sharing. 

 

4.6 Healthcare Purposes 

These include all activities that directly contribute to the diagnosis, care and treatment 

of an individual and the audit/assurance of the quality of healthcare provided. They do 

not include research, teaching, financial audit and other management activities. 

 

4.7 Medical Purposes 

This is defined in the Data Protection Act as preventative medicine, medical diagnosis, 

medical research, the provision of care and treatment and, the management of 

healthcare services. 
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4.8 Anonymised Information 

Anonymisation requires all elements of potential identifiers to be removed completely 

so that it does not identify an individual and it would be impossible to identify the 

individual to whom the information relates to. Anonymised information is not confidential 

and can be shared with other agencies without constraint. 

 

4.9 Pseudonymised Information 

Data is anonymised but retains a single key such as a code or reference number (but 

not a ‘national’ unique identifier such as the NHS Number or NI Number), known only to 

the provider of the information so that when it is shared, the provider is able to link back 

to the identity of the individual to whom the information relates to, but the recipient of 

the data cannot. It effectively anonymises the data in the hand of the recipient. The 

provider however must ensure that their use of that data continues to meet all 

confidentiality and data protection requirements. 

 

4.10 Public Interest 

Exceptional circumstances that justify overruling the right of an individual to 

confidentiality in order to serve a broader societal interest. Decisions about the public 

interest are complex and must take account of both the potential harm that disclosure 

may cause and the interest of society in the continued provision of confidential health 

services. 

 

5.0  DUTIES / RESPONSIBILITIES  
 

5.1 Chief Executive  

Ultimately responsibility for confidentiality rests with the Chief Executive who has 

delegated much of this responsibility to the Senior Information Risk Owner (SIRO), who 

has board level accountability for information governance including information risk. 

 

5.2 SIRO  

The Trust’s Senior Information Risk Owner (SIRO) is responsible for understanding 

how the strategic business goals of the Trust may be impacted by information risks and 

for the ongoing development and day-to-day management of the organisational risk 

management programme for information privacy and security. The SIRO will agree any 

action in respect of identified information risks, and ensure that the Trust’s approach to 
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information risk is effective in terms of resource, commitment and execution and that 

this is communicated to all staff. 

 

The SIRO will provide the Chief Executive with assurance that information risks are 

being managed via the annual Statement of Internal Control (SIC). The SIRO will also 

ensure that the Board is briefed on information risks. The Chief Operating Officer is the 

SIRO for UHCW. 

 

5.3 Calidicott Guardian  

The Caldicott Guardian is the executive with Board level responsibility to oversee the 

safe and secure use and sharing of patient information. The Caldicott Guardian is 

responsible for compliance with the Caldicott Principles. The Chief Medical Officer and 

the Director of Quality share the responsibility of the Caldicott Guardianship for UHCW. 

 

5.4 Head of Information Governance 

The Head of Information Governance is the named Data Protection Officer and data 

protection lead for the trust. The Head of Information Governance is responsible to the 

SIRO and the Caldicott Guardian for the operational management of both programmes 

of work. The Head of Information Governance must ensure that the two programmes of 

work complement each other, in order to have appropriate mandatory controls in place 

for the organisation for the secure use and sharing of information. It is also the 

responsibility of the Head of Information Governance to keep up to date the Information 

Governance Improvement Plan which includes compliance with the Data Protection Act 

and the Caldicott Principles, and year on year improvements. The Head of Information 

Governance is accountable to the Director of Corporate Affairs, who reports directly to 

the Chief Executive. 

 

5.5 Information Asset Owners and Information Asset Administrators 

All Information Assets Owners (IAO) will need to provide assurance to the SIRO that all 

organisational information assets have nominal owners and Information Asset 

Administrators (IAA) in place. IAO’s will also need to ensure that their information asset 

is compliant with the Information Governance Systems Standards (contained in the 

Information Asset Policy), so that key and essential information is in the corporate 

Information Asset Register. IAOs and IAAs are a key part of the Trust’s approach to 

managing information governance risks associated to their Information Asset.  
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5.6 Individual responsibilities 

All UHCW staff, students in placement with UHCW, and any third parties that have 

legitimate reasons to access information held by UHCW have an obligation to make 

sure that they are familiar with the contents of this policy, and that they understand their 

responsibilities as they are bound by the common law duty of confidence. This means 

that an individual can be held personally liable for any breaches of confidentiality. If a 

person’s confidentiality is breached, this may lead to disciplinary action, a personal fine, 

and/or employees can be held personally responsible for a civil action. 

 

 

 

6.0  DETAILS OF THE POLICY 
 

6.1 Confidentiality 

Following the Information Governance Review in 2013, the Health and Social Care 

Information Centre (HSCIC) was given statutory responsibility under the Health and 

Social Care Act to produce a code of practice for processing confidential information for 

all health and social organisations to follow, which would cover the practices to be 

followed in relation to the collection, analysis and other dissemination of confidential 

information. The HSCIC has produced 5 rules of confidentiality to help clarify how 

sound judgement and reasoning can be applied to the complex subject of 

confidentiality. 

 

Rule 1 – Confidential information about service users or patients should be treated 

confidentially and respectfully. 

 

Rule 2 – Members of a care team should share confidential information when it is 

needed for the safe and effective care of an individual. 

 

Rule 3 – Information that is shared for the benefit of the community should be 

anonymised. 

 

Rule 4 – An individual’s right to object to the sharing of confidential information about 

them should be respected. 
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Rule 5 – Organisations should put policies, procedures and systems in place to ensure 

the confidentiality rules are followed. 

 

The full HSCIC document ‘A guide to confidentiality in health and social care’  can be 

accessed at http://www.hscic.gov.uk/confguideorg  

 
6.2 Code of Practice on Confidential Information  

The HSCIC have also produced a Code of Practice on Confidential Information, the full 

document can be accessed at www.hscic.gov.uk/confidentiality . The code of practice is 

structured around a series of information handling activities; these activities are ordered 

to follow the life cycle of information handling, from establishing the purpose for 

handling confidential information, through to the eventual secure disposal of the 

collected information. The information life-cycle activities are (please refer to Appendix 

1 where an infographic has been provided): 

 
6.2.1 Establish the purpose before information is handled - the purpose needs to be 

understood. Purposes maybe for delivering care to individuals, managing the 

delivery of care for a population, research or another purpose. 

 
6.2.2 Use standards – for information to be meaningful, all parties handling it must 

have a common understanding of it. Misunderstandings of these qualities of 

data can lead to incorrect and inconsistent interpretation and consequent 

harm. 

 
6.2.3 Recognise objections – a person or organisation may express an objection to 

uses of their information. The NHS Constitution pledges that where a patient’s 

identifiable information has to be used, patients are given the chance to object 

wherever possible. There are however some purposes for which an individual 

does not have a right to prevent processing. 

 
6.2.4 Implement systems – the arrangements and infrastructure for handling 

confidential information need to maximise the benefit gained from that 

information while minimising the risk of a breach of confidence. The 

organisation must ensure that appropriate systems are in place for the health 

care that access control functionality on a need to know basis, and the staff 

that use these systems are appropriately trained. 
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6.2.5 Sound analysis – analysis of data includes processes of inspecting, cleaning, 

linking, transforming, modelling and visualising data with the goal of 

discovering useful information, reasoning, suggesting conclusions and 

supporting decision making. 

 

6.2.6 Share information – the maximum value can be gained from information when 

it used for sound decision making where it does not breach confidence. Please 

refer to the Information Sharing Policy. 

 

6.2.7 Secure disposal – once it has been determined that information is no longer 

required for processing, in line with the retention and destruction schedules in 

the NHS Records Management Code of Practice, information should be 

destroyed securely as per industry practice. A record should be kept of the 

disposal of confidential information. 

 
6.3 Patient Confidentiality 

6.3.1 Information collected from patients in confidence has a common law duty of 

confidence until it has been effectively anonymised. This legal duty prohibits 

information use and disclosure without consent – effectively providing 

individuals with a degree of control over who sees information they provide in 

confidence. This duty can only be overridden if there is a statutory 

requirement, a court order, or if there is a robust public interest justification. 

 
6.3.2 Upon first contact with the Trust for health care, all patients should be asked 

which relatives, friends or carers they wish to receive information regarding 

their treatment and progress, and those they specifically do not give 

permission to receive information. This information must be recorded in the 

clinical records – i.e. in the Patient Administration System, other electronic 

patient system used by the service, or in the paper records. 

 
6.3.3 In instances where relatives have been heavily involved in patient care, the 

patient must be explicitly asked as to what level these relatives can be kept 

informed. This is particularly important in cases where relatives are 

requesting information on the patient’s condition, perhaps before the patient 

has been informed. 
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6.3.4 In the event a person lacks capacity to consent to information being shared 

staff should check if a person is authorised by a Lasting Power of Attorney 

(welfare) or been appointed by the court of protection to make that decision. 

The document must be seen by a health care professional involved in the 

care of the patient. This person can consent on their behalf but must act in 

the person’s best interest. If they have not, then no one can consent on 

behalf of that person. A professional in the care team must assess if it is in 

the best interest of the person to share the information. The person’s wishes 

and feeling, although not determinative, should be the starting point in this 

assessment.  

 

6.4 Data Protection 

6.4.1 The Data Protection Act applies to all person identifiable information 

regardless of the form in which it is held, for example; information held within 

computer databases; videos and other automated media; personnel and 

payroll records; medical records; manual files; microfiche/film; pathology 

results; x-ray images etc. 

 

6.4.2 The Act only applies to living individuals; that information must only be 

disclosed on a need-to-know basis. Any printouts and paper records must be 

treated carefully and disposed of in a secure manner. Staff must not disclose 

information outside legitimate reasons for disclosure. 

 
6.4.3 Any unauthorised disclosure of information by a member of staff may be 

considered a disciplinary offence and will be dealt with in line with the Trust’s 

Disciplinary Procedures. 

 
6.4.4 The Trust notifies the Information Commissioners Office (ICO) as to the data it 

holds, identifying the purposes for holding the data, how it is used and to 

whom it may be disclosed. The Trust also complies with the principles of good 

practice. The Act applies to all NHS organisations and the eight Data 

Protection Principles are: 

 

 Principle 1 - Personal data shall be processed fairly and lawfully and, 

in particular, shall not be processed unless – 
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(a) at least one of the conditions in Schedule 2 is met, and 

(b) in the case of sensitive personal data, at least one of the 

conditions in Schedule 3 is also met. 

 

 Principle 2 - Personal data shall be obtained only for one or more 

specified and lawful purposes, and shall not be further processed in 

any manner incompatible with that purpose or those purposes. 

 

 Principle 3 - Personal data shall be adequate, relevant and not 

excessive in relation to the purpose or purposes for which they are 

processed. 

 

 Principle 4 - Personal data shall be accurate and, where necessary, 

kept up to date. 

 

 Principle 5 - Personal data processed for any purpose or purposes shall 

not be kept for longer than is necessary for that purpose or those 

purposes. 

 

 Principle 6 - Personal data shall be processed in accordance with the 

rights of data subjects under this Act. 

 

 Principle 7 - Appropriate technical and organisational measures shall 

be taken against unauthorised or unlawful processing of personal data 

and against accidental loss or destruction of, or damage to, personal 

data. 

 

 Principle 8 - Personal data shall not be transferred to a country or 

territory outside the European Economic Area unless that country or 

territory ensures an adequate level of protection for the rights and 

freedoms of data subjects in relation to the processing of personal 

data. 
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6.4.5 Within the Data Protection Act, the individual to whom information relates is 

referred to as the ‘Data Subject’. The Data Subject has the right to see 

information that is recorded about them and to make amendments should they 

not agree with the content. For patients, any amendments should be agreed 

with the clinician who completed the record. For staff records, all queries or 

requests for access to personnel records should be made under a Subject 

Access Request to the Access to Health Records team, and initially be raised 

with the appropriate line manager. 

 

6.4.6 The Data Protection Act provides the principles to be applied before using or 

disclosing personal information. When personal information is held in 

confidence, common law obligations require that consent of the individual to 

whom the information pertains is required. Disclosing personal information 

without consent may breach confidentiality, however there are rare 

circumstances where a decision to disclose without consent may be 

warranted, which include: 

 

6.4.6.1 In the public interest / to protect the public; under common law and to 

protect the public, staff are permitted to disclose personal information 

in order to prevent and support detection, investigation and 

punishment of serious crime and/or to prevent abuse or serious harm 

to others where they judge (on a case by case basis) that the public 

good that would be achieved by the disclosure outweighs both the 

obligation of confidentiality to the individual concerned and the 

broader public interest in the Trust’s provision of a confidential 

service. Definitions are not clear but examples include, murder, rape, 

child protection concerns, assault or the spread of an infectious 

disease. 

 

6.4.6.2 A court order is a written request from the Police that is backed by a 

Court stating exactly what information is needed and its purpose. 

 
6.4.6.3 All Media and police enquiries should be managed with the highest 

level of confidentiality and must be directed to the Trust’s 

Communication Department. 
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6.4.7 It is strictly forbidden for employees to look at any information relating to their 

own family, friends or acquaintances unless they are directly involved in the 

patient’s clinical care or with the administration of such information on behalf of 

the Trust. Action of this kind will be viewed as a breach of confidentiality and 

may result in disciplinary action. Staff are also forbidden to access their own 

records and this is also strictly controlled by the Data protection Act and more 

locally by the Trust’s ICT Security Policy. 

 

6.4.8 If there is a need to share information staff must refer to the UHCW 

Information Sharing Policy when deciding whether or not to share data, 

however in the first instance, staff should first consider the following three key 

questions which were outlined in the Information Governance review: 

 What is the purpose of the data sharing – is there a clear objective that can 

best be achieved by sharing the data?  

 What is the risk to the individual (both the subject of the data or any third 

parties) of sharing the data and is this risk proportionate to the benefits to 

the individual that will be achieved? 

 How will the information be shared? 

 In addition to meeting the requirements of the Data Protection Act and the 

Human Rights Act, there are four legal bases for processing personal 

confidential data which meet the common law duty of confidentiality as laid 

down in the Caldicott 2 Review: 

- With the consent of the individual concerned  

- Through statute, such as the powers to collect confidential data 

- Through court order  

- By meeting the ‘public interest test’ 

 

6.4.9 Explicit consent is unmistakeable. The individual can give consent in writing or 

verbally or indeed conveyed through another form of communication, such 

assigning. Explicit consent is required when sharing information with staff who 

are not part of the team directly caring for an individual. It may also be required 

for a use other than that for which the information was originally collected, or 

when sharing is not related to an individual’s direct health and social care. 
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6.4.10 Implied consent is applicable within the context of direct care of an individual 

and refers to instances where the consent of the individual can be implied 

without having to make any positive action. An example of the use of implied 

consent includes day to day routines whereby Trust staff share personal 

information during shift handovers without asking the individual’s consent. 

Patients trust professionals to protect and share their personal confidential 

data and imply they consent to their information being shared in these settings. 

 

6.5 Caldicott Principles 

The DoH 1997 Report of the Review of Patient-Identifiable Information (the Caldicott 

Report), made a number of recommendations for regulating the use and transfer of 

person-identifiable information between NHS organisations in England and to non-NHS 

bodies. The aim was to ensure that person-identifiable information was shared only for 

justified purposes and that only the minimum necessary information was shared in each 

case. The Information Governance Review/Caldicott 2 which was commissioned by the 

Secretary of State for Health 2013, and resulted in a seventh Caldicott principle being  

added. The 7 Caldicott Principles are in place to safeguard and protect confidential 

information in health and care settings: 

 

1. Justify the Purpose 

Every proposed use or transfer of personal confidential data to or from the Trust 

should be clearly defined, scrutinised and documented, with continuing uses 

regularly reviewed. 

 

2. Don’t use personal confidential data unless it is absolutely necessary 

Personal confidential data items should not be included unless it is essential for the 

specified purpose(s) of that flow. The need for patients to be identified should be 

considered at each stage of satisfying the purpose(s). 

 

3. Use the minimum necessary personal confidential data 

Where use of personal confidential data is considered to be essential, the inclusion 

of each individual item of data should be considered and justified so that the 

minimum amount of personal confidential data is transferred or accessible as is 

necessary for given function to be carried out. 
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4. Access to personal confidential data should be on a strict need-to-know basis 

Only those individuals who need access to personal confidential data should have 

access to it, and they should only have access to the data items that they need to 

see. This may mean introducing access controls or splitting data flows where one 

data flow is used for several purposes.  

 

5. Everyone with access to personal confidential data should be aware of their 

responsibilities 

Clinical and non-clinical staff, must be aware of their responsibilities and obligations 

to respect patient confidentiality. 

 

6. Comply with the Law 

Staff handling personal confidential data must do so lawfully and in accordance with 

the Data Protection Act. 

 

7. The duty to share information can be as important as the duty to protect patient 

confidentiality. 

All staff should have the confidence to share information in the best interest of their 

patients as set out by these principles. 

 

6.6 Safe Haven Principles 

The Caldicott Principles require that Safe Haven principles are in place to represent 

‘administrative arrangements’ used for transferring confidential information between 

organisations. Although safe haven originally referred to the location of fax machines, 

the meaning has since been expanded to encompass all secure points at which 

confidential information is sent and received. The term ‘safe haven’ is term used to 

explain either a secure physical location or the agreed set of administrative 

arrangements that are in place within the organisation to ensure confidential personal 

information is communicated safely and securely. It is a safeguard for confidential 

information which enters or leaves the organisation whether this is by fax, post or other 

means.  

 

6.7 Physical Security of Information 

Confidential information should always be held securely. In any area which is not 

secure, and which can be accessed by a wide range of people (including possibly the 
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public), such information should be locked away immediately after it has been finished 

with. Where it is impractical for this to be achieved, access to the work area must be 

restricted. Computers should not be left on view or accessible to unauthorised staff and 

must either be locked when not in use or the user must log off. 

 

6.8 Working at Home 

It is sometimes necessary for employees to work at their own home. The Trust has a 

Home Working Policy, which should be referred to and discussed by the member of 

staff and the relevant line manager, before a member of staff is granted permission to 

work from home. Staff with permission to work from home, are personally responsible 

for ensuring Trust information is kept secure and confidential at all times. Other 

members of the family and/or friends/colleagues must not be able to see the content. 

When records are being transported to and from the Trust site, this also must be 

discussed and agreed by the line manager and a secure means of transport must be 

agreed by both in accordance with the Home Working Policy. Please also refer to the 

Health Records Management Policy. 

 

6.9 Reporting & Possible Sanctions of Breaches of Confidentiality 

In the event of electronic or hard copy data being lost or stolen, or in the case of any 

breach of security or confidentiality, such an incident must reported via ‘Datix’ the 

Trust’s risk management and incident logging system, which is accessible via the 

Trust’s intranet home page. This process is in line with the Trust’s Incident 

Management Policy. All possible breaches of confidentiality or data loss registered on 

Datix will be investigated and disciplinary sanctions for failure of staff to comply with 

their responsibilities may apply, i.e. deliberately looking at records without authority; 

discussion of personal details in inappropriate venues; transferring personal information 

electronically without encrypting it etc. Sanctions can include disciplinary action, ending 

a contract, dismissal or bringing criminal charges.  

 

6.10 Storage and Destruction of Confidential Information 

Confidential information must be kept secure from unauthorised access or inadvertent 

alteration or erasure. Paper-based confidential information should always be locked 

away when not in use, and preferably in a room that can be secured. Electronic-based 

confidential information should not be held on local hard drives but held on shared 

network drives with access limited to authorised staff. Staff should refer to the Trust’s 

 
Page 19 of 39 

Version number: 6.0 
Trust-wide CBR title: Confidentiality and Data Protection and Policy 
This Trust-wide CBR has been developed /reviewed in accordance with the Trust approved ‘Development & Management of 
Trust-wide Corporate Business Records Procedure (Clinical and Non-clinical strategies, policies and procedures)’ 



Health Records Management Policy and Business Records Management Policy to 

determine the retention schedule for specific types of information. CDs, memory sticks 

and other portable media containing confidential information must be encrypted and 

password protected and should not be used for the permanent storage of confidential 

information. It is vital that confidential information is safeguarded at every stage and 

that the method used to destroy records is fully effective and secures their complete 

illegibility and inability to be reconstructed. Confidential waste bins are provided in all 

departments for paper-based confidential information. Staff must ensure that any paper 

based confidential information is disposed of in the confidential waste bins provided. 

 

6.11 Privacy Impact Assessment (PIA) 

A PIA is a process which helps assess privacy risks to individuals in the collection, use 

and disclosure of information. PIAs help identify privacy risks, foresee problems and 

bring forward solutions. Whenever a change is made to working practices which 

involves information, a PIA should be undertaken to: 

 
 To identify and manage privacy risks to individuals 

 To identify privacy and Data Protection compliance liabilities for the organisation 

 To protect and avoid loss of trust and reputation 

 To instil public trust and confidence in the project/product 

 To avoid unnecessary costs: expensive, inadequate ‘bolt- on’ solutions 

 
6.11.1 PIAs are most effective when they are started at an early stage of a project, 

when the project is being designed, and it is known who else is involved and 

how things are going to be done. But ideally it should be started before: 

decisions are set in stone, the system has been procured, and the 

contracts/agreements have been signed. Not every project will require a PIA. 

The ICO (Information Commissioners Office) envisages PIAs being used only 

where a project is of such a wide scope, or will use personal information of 

such a nature, that there would be genuine risks to the privacy of the 

individual. PIAs will usually be recommended where a change of the law will 

be required, new and intrusive technology is being used, or where private or 

sensitive information which was originally collected for a limited purpose is 

going to be re-used in a new and unexpected way. The screening questions in 

the ICO PIA handbook should provide a good guide as to which level of PIA, if 
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any, is recommended. Please contact the Information Governance Unit for 

further information. 

 

6.11.2 Ideally the end results of an effective PIA are: 

 the identification of the project’s privacy impacts; 

 appreciation of those impacts from the perspectives of all stakeholders; 

 an understanding of the acceptability of the project and its features by the 

organisations and people that will be affected by it; 

 identification and assessment of less privacy-invasive alternatives; 

 identification of ways in which negative impacts on privacy can be avoided; 

 where negative impacts on privacy are unavoidable, clarity as to the 

business need that justifies them; and 

 documentation and publication of the outcomes. 

 
6.11.3 A PIA must be seen as a separate process from compliance checking, data 

protection audit processes or information security and assurance processes. 

The nature of the PIA process means that it is best to complete it at a stage 

when it can genuinely affect the development of a project. Carrying out a PIA 

on a project that is up and running runs the risk of raising unrealistic 

expectations among stakeholders during consultation. For this reason, unless 

there is a genuine opportunity to alter the design and implementation of a 

project, the ICO recommends that projects which are already up and running 

are not submitted to a PIA process, but to either do compliance checks or a 

data protection audit, whichever is more appropriate. The PIA process is 

considerably broader than just an audit of compliance with existing privacy 

related laws. A complementary process is needed to ensure that the project is 

legally compliant. A PIA needs to be distinguished from a privacy or data 

protection audit. The ICO Data Protection Audit Manual is available at 

www.ico.gov.uk . 

 

6.11.4 Please see Appendix 4 for the PIA initial screening questions and guidance. 
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7.0  DISSEMINATION AND IMPLEMENTATION 
 

7.1 This policy will be stored on the Trust’s eLibrary system, which is available to all 

Trust staff. The production of each new version will be advertised via the corporate 

email communications, and managers must ensure that it is implemented within 

their areas.   

 

7.2 This policy is also available on the Information Governance section of the intranet 

(linking back to the eLibrary system), where there a supplemental best practice 

guides for all staff. 

 

7.3 It is the responsibility of managers to ensure that local processes reflect the 

principles and requirements of this policy. 

 

 

 

8.0  TRAINING 
 

8.1 It is the responsibility of managers to ensure that staff in their area of 

responsibility are made aware of this policy, and to also provide additional 

support should there be any queries regarding the content. 

 

8.2 The Information Governance Unit will provide bespoke training upon request for 

any aspect of this policy. 
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9.0  MONITORING COMPLIANCE WITH THE PROCEDURAL DOCUMENT 

 

9.1 Monitoring Table 

Aspect of 
compliance or 
effectiveness 
being 
monitored 

Monitoring 
method 

Individual / 
department 
responsible 
for the 
monitoring 

Frequency of 
the 
monitoring 
activity 

Group / 
committee 
which will 
receive the 
findings / 
monitoring 
report 

Group / 
committee / 
individual 
responsible for 
ensuring that 
the actions are 
completed 

Information 

Governance 

Toolkit 

Requirements 

Audit Head of 

Information 

Governance 

Bi -monthly 

update 

report 

Information 

Governance 

Committee 

Information 

Governance 

Committee 

Internal & 

External Audit 

Reviews 

Audit Internal 

auditors 

(Coventry 

and 

Warwick-

shire Audit 

Services) 

As 

determined 

by the 

UHCW 

rolling 

programme 

of audit. 

Information 

Governance 

Committee 

Information 

Governance 

Committee 

 

 

 

 

10.0  STAFF COMPLIANCE STATEMENT 
 

All staff must comply with this Trust-wide Corporate Business Record and failure to do so 

may be considered a disciplinary matter leading to action being taken under the Trust-s 

Disciplinary Procedure.  Actions which constitute breach of confidence, fraud, misuse of 

NHS resources or illegal activity will be treated as serious misconduct and may result in 

dismissal from employment and may in addition lead to other legal action against the 

individual/s concerned. 

 

A copy of the Trust’s Disciplinary Procedure is available from eLibrary. 
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11.0  EQUALITY & DIVERSITY STATEMENT 
 

Throughout its activities, the Trust will seek to treat all people equally and fairly.  This 

includes those seeking and using the services, employees and potential employees.  No-

one will receive less favourable treatment on the grounds of sex/gender (including Trans 

People), disability, marital status, race/colour/ethnicity/nationality, sexual orientation, age, 

social status, their trade union activities, religion/beliefs or caring responsibilities nor will 

they be disadvantaged by conditions or requirements which cannot be shown to be 

justifiable.  All staff, whether part time, full-time, temporary, job share or volunteer; service 

users and partners will be treated fairly and with dignity and respect. 
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13.0   UHCW ASSOCIATED RECORDS 
 

Information Governance Strategy 
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ICT Security Policy 
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Appendix 3 – The Care Record Guarantee – Our Guarantee for NHS Care Records in 

England, January 2011, version 5 

Appendix 4 – Privacy Impact Assessment Screening Questions 
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Appendix 1 – Activities in the Information handling life cycle  
(Reference HSCIC 2014) 

This code of practice is structured around a series of information-handling activities as shown in the 

figure below. These activities are ordered to follow the life cycle of information handling, from 

establishing the purpose for handling confidential information, through to the eventual secure disposal of 

the collected information. 
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Appendix 2 - The NHS Constitution – for England 27 July 2015 
 
Page 8 | The NHS Constitution 

 

3a. Patients and the public – your rights and NHS pledges 
to you 
Everyone who uses the NHS should understand what legal rights they have. For this 
reason, important legal rights are summarised in this Constitution and explained in 
more detail in the Handbook to the NHS Constitution, which also explains what you 
can do if you think you have not received what is rightfully yours. This summary does 
not alter your legal rights. 
 
The Constitution also contains pledges that the NHS is committed to achieve. Pledges 
go above and beyond legal rights. This means that pledges are not legally binding but 
represent a commitment by the NHS 
to provide comprehensive high quality services. 
 
 

Respect, consent and confidentiality: 
You have the right to be treated with dignity and respect, in accordance with your human 

rights. 

 

You have the right to be protected from abuse and neglect, and care and treatment that is 

degrading. 

 

You have the right to accept or refuse treatment that is offered to you, and not to be given 

any physical examination or treatment unless you have given valid consent. If you do not 

have the capacity to do so, consent must be obtained from a person legally able to act on 

your behalf, or the treatment must be in your best interests. 

 

You have the right to be given information about the test and treatment options available to 

you, what they involve and their risks and benefits. 

 

You have the right of access to your own health records and to have any factual 

inaccuracies corrected. 

 

You have the right to privacy and confidentiality and to expect the NHS to keep your 

confidential information 

safe and secure. 
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You have the right to be informed about how your information is used. 

 

You have the right to request that your confidential information is not used beyond your 

own care and treatment and to have your objections considered, and where your wishes 

cannot be followed, to be told the reasons including the legal basis. 

 

 

Page 14 | The NHS Constitution 

 

4b. Staff – your responsibilities 
All staff have responsibilities to the public, their patients and colleagues. 
 
 

You have a duty to accept professional accountability and maintain the standards of 

professional practice as set by the appropriate regulatory body applicable to your profession 

or role. 

 
You have a duty to protect the confidentiality of personal information that you hold. 
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Appendix 3 – The Care Record Guarantee – Our Guarantee for NHS Care Records in 
England, January 2011, version 5 
 

Our 12 commitments to you 
1. When we receive a request from you in writing, we must normally give you access to 

everything we have recorded about you. We may not give you confidential information 

about other people, or information that a healthcare professional considers likely to 

cause serious harm to the physical or mental health of you or someone else. This applies 

to paper and electronic records. However, if you ask us to, we will let other people see 

health records about you. 

 

Wherever possible, we will make your health records available to you free of charge or 

at a minimum charge, as allowed by law. We will provide other ways for you to apply 

to see your records if you cannot do so in writing. 

 

We will provide information in a format that is accessible to you (for example, in large 

type if you are partially sighted). 

 

2. When we provide healthcare, we will share your record with the people providing care or 

checking the quality of care (unless you have asked that we limit how we share your 

record). Everyone looking at your record, whether on paper or computer, must keep the 

information confidential. 

 

We will aim to share only as much information as people need to know to play their 

part in your healthcare.  

 

3. We will not share health information that identifies you (particularly with other 

government agencies) for any reason other than providing your care, unless: you ask 

us to do so; 

• we ask and you give us specific permission; 

• we have to do this by law; 

• we have special permission for health or research purposes; or 

• we have special permission because the public good is thought to be of greater 

importance than your confidentiality. 
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If we share information without your permission, we will make sure that we keep to the 

Data Protection Act 1998, the NHS confidentiality code of practice and other national 

guidelines on best practice. There is more information about existing guidelines at: 

http://www.dh.gov.uk/ 

 

4. Legally, no-one else can make decisions on your behalf about sharing health 

information that identifies you. The only exceptions to this are parents or legal 

guardians, or people with legal powers to make decisions on behalf of adults who 

cannot make the decision for themselves or who may be a risk to others. You can 

appoint someone to have a lasting power of attorney to make decisions for you if 

you are losing the ability to make decisions for yourself.  You can decide what rights 

that person has in making decisions about your care record.  If you do not appoint 

anyone, a senior healthcare professional involved in your care may consider it to be in 

your best interests to share information.  This judgment should take account of the 

views of your relatives and carers, and any views you have already recorded. For 

medical research or other purposes (see the box on page 6), the National Information 

Governance Board for Health and Social Care advises when special permission 

should be given to share any health information that could identify individuals. 

 

5. Sometimes your healthcare will be provided by members of a care team, which might 

include people from other organisations such as social services or education. We will 

tell you if this is the case. When it could be best for your care for your health 

information to be shared with organisations outside the NHS, we will agree this with 

you beforehand. If you don’t agree, we will discuss with you the possible effect this may 

have on your care and alternatives available to you. 

 

6. Usually you can choose to limit how we share the information in your care records which 

identifies you. In helping you decide, we will discuss with you how this may affect our 

ability to provide you with care or treatment, and any alternatives available to you. 

 

7. We will deal fairly and efficiently with your questions, concerns and complaints about 

how we use information about you. All trusts have a Patient Advice and Liaison 

Service (PALS) which can answer questions, point people towards sources of advice 

and support, and advise on how to make a complaint. We will have a clear 
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complaints procedure. We will use what we learn from your concerns and complaints 

to improve services. 

 

8. We will take appropriate steps to make sure information about you is accurate. You will be 

given opportunities to check records about you and point out any mistakes. We will 

normally correct factual mistakes. If you are not happy with an opinion or comment that 

has been recorded, we will add your comments to the record. If you feel you are suffering 

distress or harm as a result of information currently held in your record, you can apply to 

have the information amended or deleted. 

 

9. We will make sure, through contract terms and staff training, that everyone who works in 

or on behalf of the NHS understands their duty of confidentiality, what it means in practice 

and, how it applies to all parts of their work.  

 

All organisations providing care for the NHS or on our behalf must follow the same 

strict policies and controls.  This is managed through the Department of Health’s 

Information Governance Framework for Health and Social Care, and through the 

individual standards which make up the Information Governance Toolkit. 

 

10. We will take appropriate steps to make sure we hold records about you – both paper 

and electronic – securely and only make them available to people who have a right to 

see them. 

 

There may be times when someone will need to look at information about you 

without you giving your permission first. This may be justified, for example, if you 

need emergency care. 

 

11. We will keep a record in the newer electronic record systems of anyone who has 

accessed a health record or added notes to it. Some of the older computer systems 

will only record who has accessed a record where they have made changes. Paper 

records only include where people have made notes in the record and not when 

someone looks at the record. 

 

12. If you believe your information is being viewed inappropriately we will investigate and 

report our findings to you. If we find that someone has deliberately accessed records 
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about you without permission or good reason, we will tell you and take action. This 

can include disciplinary action, which could include ending a contract, firing an 

employee or bringing criminal charges. 
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Appendix 4 – Privacy Impact Assessment Screening Questions 
 
This section provides guidance for evaluating whether a full-scale PIA should be conducted. 

The evaluation process involves answering the following set of 11 questions about key 

characteristics of the project and the system that the project will deliver. The answers to the 

questions need to be considered as a whole, in order to decide whether the overall impact, 

and the related risk, warrant investment in a full-scale PIA. Please contact the Information 

Governance Unit for any queries regarding a full scale PIA. 

 

The questions are shown below in bold. Guidance in relation to the interpretation of each 

question is provided in plain text. Following the series of screening questions, further 

guidance is given on undertaking this analysis 

 
 Key 

Characteristic 

Question Guidance and examples 

(1) Technology Does the project apply 
new or additional 
information 
technologies that have 
substantial potential 
for privacy intrusion? 

Examples include, but are not limited to, 

smart cards, radio frequency identification 

(RFID) tags, biometrics, locator 

technologies (including mobile phone 

location, applications of global positioning 

systems (GPS)and intelligent transportation 

systems), visual surveillance, digital image 

and video recording, profiling, data mining, 

and logging of electronic traffic. 

(2) Identity Does the project 
involve new identifiers, 
re-use of existing 
identifiers, or intrusive 
identification, identity 
authentication or 
identity management 
processes? 
 

Examples of relevant project features 

include a digital signature initiative, a multi-

purpose identifier, interviews and the 

presentation of identity documents as part 

of a registration scheme, and an intrusive 

identifier such as biometrics. All schemes 

of this nature have considerable potential 

for privacy impact and give rise to 

substantial public concern and hence 

project risk 

(3) Identity Might the project have Many agency functions cannot be 
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the effect of denying 
anonymity and 
pseudonymity, or 
converting 
transactions that could 
previously be 
conducted 
anonymously or 
pseudonymously into 
identified 
transactions? 

effectively performed without access to the 

client's identity. On the other hand, many 

others do not require identity. An important 

aspect of privacy protection is sustaining 

the right to interact with organisations 

without declaring one's identity. 

 

(4) Multiple 

organisations 

 

Does the project 
involve multiple 
organisations, whether 
they are government 
agencies (eg in 'joined-
up government' 
initiatives) or private 
sector organisations 
(eg as outsourced 
service providers or as 
'business partners')?  
 

Schemes of this nature often involve the 

breakdown of personal data silos and 

identity silos, and may raise questions 

about how to comply with data protection 

legislation. This breakdown may be 

desirable for fraud detection and 

prevention, and in some cases for business 

process efficiency. However, data silos and 

identity silos are of long standing, and have 

in many cases provided effective privacy 

protection. Particular care is therefore 

needed in relation to preparation of a 

business case that justifies the privacy 

invasions of projects involving multiple 

organisations.  Compensatory protection 

measures should be considered. 

(5) Data 

 

Does the project 
involve new or 
significantly changed 
handling of personal 
data that is of 
particular concern to 
individuals? 

The Data Protection Act at s.2 identifies a 

number of categories of' sensitive personal 

data' that require special care. These 

include racial and ethnic origin, political 

opinions, religious beliefs, trade union 

membership, health conditions, sexual life, 

offences and court proceedings. There are 

other categories of personal data that may 
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give rise to concerns, including financial 

data, particular data about vulnerable 

individuals, and data which can enable 

identity theft. Further important examples 

apply in particular circumstances. The 

addresses and phone-numbers of a small 

proportion of the population need to be 

suppressed, at least at particular times in 

their lives, because such 'persons at risk' 

may suffer physical harm if they are found. 

(6) Data 

 

Does the project 
involve new or 
significantly changed 
handling of a 
considerable amount 
of personal data about 
each individual in the 
database? 

Examples include intensive data 

processing such as welfare administration, 

healthcare, consumer credit, and consumer 

marketing based on intensive profiles. 

 

(7) Data 

 

Does the project 
involve new or 
significantly changed 
handling of personal 
data about a large 
number of individuals? 

Any data processing of this nature is 

attractive to organisations and individuals 

seeking to locate people, or to build or 

enhance profiles of them 

(8) Data 

 

Does the project 
involve new or 
significantly changed 
consolidation, inter-
linking, cross-
referencing or 
matching of personal 
data from multiple 
sources? 

This is an especially important factor. 

Issues arise in relation to data quality, the 

diverse meanings of superficially similar 

data-items, and the retention of data 

beyond the very short term. 

 

(9) Exemptions 

and 

Does the project relate 
to data processing 

Examples include law enforcement and 

national security information systems and 
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exceptions 

 

which is in anyway 
exempt from 
legislative privacy 
protections? 

also other schemes where some or all of 

the privacy protections have been negated 

by legislative exemptions or exceptions. 

(10) Exemptions 

and 

exceptions 

 

Does the project's 
justification include 
significant 
contributions to public 
security measures? 
 

Measures to address concerns about 

critical infrastructure and the physical 

safety of the population usually have a 

substantial impact on privacy. Yet there 

have been tendencies in recent years not 

to give privacy its due weight. This has 

resulted in tensions with privacy interests, 

and creates the risk of public opposition 

and non-adoption of the programme or 

scheme.  

(11) Exemptions 

and 

exceptions 

 

Does the project 
involve systematic 
disclosure of personal 
data to, or access by, 
third parties that are 
not subject to 
comparable privacy 
regulation? 
 

Disclosure may arise through various 

mechanisms such as sale, exchange, 

unprotected publication in hard-copy or 

electronically-accessible form, or 

outsourcing of aspects of the data-handling 

to sub-contractors. Third parties may not be 

subject to comparable privacy regulation 

because they are not subject to the 

provisions of the Data Protection Act or 

other relevant statutory provisions, such as 

where they are in a foreign jurisdiction. 

Concern may also arise in the case of 

organisations within the UK which are 

subsidiaries of organisations 

headquartered outside the UK. 

 

The responses to the initial PIA screening questions must be shared with the IG Unit, who 

will work with the department / service to determine if a full scale PIA is required. 
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UHCW Privacy Impact Assessment Screening Questions 
Project: 
 

 Key 
Characteristic 

Question Response 

(1) Technology Does the project apply 
new or additional 
information 
technologies that have 
substantial potential 
for privacy intrusion? 

 

(2) Identity Does the project 
involve new 
identifiers, re-use of 
existing identifiers, or 
intrusive 
identification, identity 
authentication or 
identity management 
processes? 

 

(3) Identity Might the project have 
the effect of denying 
anonymity and 
pseudonymity, or 
converting 
transactions that 
could previously be 
conducted 
anonymously or 
pseudonymously into 
identified 
transactions? 

 

(4) Multiple 
organisations 
 

Does the project 
involve multiple 
organisations, 
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whether they are 
government agencies 
(eg in 'joined-up 
government' 
initiatives) or private 
sector organisations 
(eg as outsourced 
service providers or 
as 'business 
partners')?  

(5) Data 
 

Does the project 
involve new or 
significantly changed 
handling of personal 
data that is of 
particular concern to 
individuals? 

 

(6) Data 
 

Does the project 
involve new or 
significantly changed 
handling of a 
considerable amount 
of personal data about 
each individual in the 
database? 

 

(7) Data 
 

Does the project 
involve new or 
significantly changed 
handling of personal 
data about a large 
number of 
individuals? 

 

(8) Data 
 

Does the project 
involve new or 
significantly changed 
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consolidation, inter-
linking, cross-
referencing or 
matching of personal 
data from multiple 
sources? 

(9) Exemptions 
and 
exceptions 
 

Does the project relate 
to data processing 
which is in anyway 
exempt from 
legislative privacy 
protections? 

 

(10) Exemptions 
and 
exceptions 
 

Does the project's 
justification include 
significant 
contributions to public 
security measures? 

 

(11) Exemptions 
and 
exceptions 
 

Does the project 
involve systematic 
disclosure of personal 
data to, or access by, 
third parties that are 
not subject to 
comparable privacy 
regulation? 
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